Lance J.M. Steinhart, P.C.

Attorney At Law
1720 Windward Concourse
Suite 115
Alpharetta, Georgia 30005 ;
Also Admitted in New York Telephone: (770) 232-9200
and Maryland Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounsel.com

March 3, 2009

Electronic Filing via
www.fce.gov/ceb/ects
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445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
New Bridge Technologies
File No. EB-08-TC-4805
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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), New Bridge Technologies hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
piease contact me at the above address, e-mail or telephong #iumber. Thank you for your
attention to this matter. -

New Bridge Technologies

Enclosures
cer Mendel Birnbaum
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1, Sol Bimbaum, President of New Bridge Technologies, certify that I am an officer of
the company named above, and acting as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequateto - -
ensure compliance with the Commission’s CPNI rules. See 47 CF.R § 64.2001 et seq.

~ Attached to this certification as Exhibit “A” is an accompanying statement explaining -
how New Bridge Technolegies’ procedures ensure that the company is in compliance
with the requirements set forth in Section 64.200het seq. of thg Commission’s rules.

Nafne: Sol Birnbaum
Title: President

FCC Annuai Filing
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Anpual 47 C.F.R. § 64.2009(e) CPNI Certification -

EB Docket 06-36

New Bridge Technologies has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the

Commission against data brokers) against data brokers in the past year. Companies must™ . " -

report on any information that they have with respect to the processes pretexters are using -
to attempt to access CPNI, and what steps companies are taking to protect CPNL

New Bridge Technologies has not received any chstomer complaints in the past

year concerning the unauthorized release of CPNI (number of'customer complaintsa ...~ - -

company has received related to unauthorized access to CPNI, or unauthorized disclosure -
of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not anthorized to receive the
information, or instances of improper access to online information by mdlwduals not

auﬂlonzed 1:0 view the information).

N/ 7=

~"Name; Sof Birnbaum
Title: President

FCC Annual Piling
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EB Docket 06-36

Exhibit A

New Bridge Technologies

Comphance Requirements



New Bridge Technologies
130 Seventh Ave., Suite 235
New York City, New York 10011

Compliance Requirements

New Bridge Technologies {"Company") maintains the foliowing operating procedures to ensure compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64,2005 Use of customer proprietary petwork information withowt customer
appraval

() Any telecommunications carrier may use, discloss, or permit access to CPNI for the purpose of
providing or marketing service offerlngs among the categories of service (L6, local, interexchange, and
CMRS) 1o which the customer already subseribes from the same carrier, without customer approval,

(1) I a felecommunivations carrier provides different categorles of service, and a customer
subsoribes fo more than one category of service offered by the camrier, the paxrjer I permitted to shate
CPNI among the carrier’y affiliated entities that provide a service offering to the customer.

(2) I a telecommunications currier provides different categories of service, but a customer does
not subscribe to more thae one offering by (he carvier, the carrder i not permitied to share CPNT with its
affifiates, except as provided in §64.2007(),

) A telecommunications carrier may not use, disclose, or permif access to CPIY to market to &
oustomsr service oiferings that are within a category of service to which the subsoriber does not aleady
subscribe fom that carrier, wnless that carrier has customer approvel to do so, except as described in
paxagraph(c) of this section,

{1> A wireless provider may use, disclose, or permit access to CPNI derived from s provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wireline carrier
may use, disclose or permit access to CPMI derived from its provision of local exchange service.or
interexchanpe service, without customer approval, for the provision of CPE and <all answexing, voice mail
or messaging, voice storage and retrieval servives, fax store and forward, end protocol conversion.

(2) A telecommunications carrier may not use, disclose, of permit access to CPNI fo identify or
track customers that cali competing service providers. For sxample, a lovel exchange carrier may not use
local service CPII to track ali customers that call local service cotapetitors,

(€) A telecommunications cartier may use, disolose, or permit ascess to CPNI, without customer
approval, as described in this paragraph (¢).

{1) A telecommunications carrier may use, disclose, or permit acoess to CPNI, without costomer
approval, in its provision of inside wiring Insteliation, maintenance, and repair services,

{2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of condocting
research on the healfh effects of CMRS.



(3) LECs, CMRS providers, and interconnected VoIP providers may use CPMJ, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assisiance, call monitoring, call tracing, eall blocking, call return,
repeat dialing, call tracking, call waiting, caller LD, call forwarding, and certain Centrex features.

(d) A telecommunications carrier may vse, disclose, or permit access to CPNI {o protect the rights
or property of the carvier, or to protect users of those services and other carriers from fraudulent, abusive, or

uniawful use of, or subscription to, such services.

The Company has adopted specific CPNI policies to ensure that, in the absence of customer approval,
CPNI s only used by the Company to provide or wmuarket service offerings among the categories of
service (Le, focal, infercxchange, and CMRS) to which the customer already subscribes. The
Company'’s CPNI policies prohibit the sharing of CPNI with offilinted cotupanies, excepl s permitted
under Rule 64.2005{w) (1} or with customer approval pursuant to Rule 64.2007(b). The only exceptions
to these policies are as permitted under 47 U.8.C. § 222(d) and Rule 64.2005.

Section 64.2007 Aypproval required for use of customer propristary nefwork information,

() A telecommunications carrier may obtain approval through written, oral or elecironic
methods,

(1) A telecommunications carrier relying on oral approval shall bear the burden of dernonstrating
that such approval has been given in compliance with the Commission’s rules In this part.

(2) Approval or disapproval to use, disclose, or permit access to 8 customer’s CPNI obtained by a
telecomimunications carrier must remain in offect until the customer revekes or limits such approval or
disapproval,

(3} A telecommunications carrier must maintain records of approval, whether oral, written or
glectronic, for at least one year,

In all clrcumstances where customer approval is required to use, disclose or permit access fo CPNI, the
Company's CPNI policies require that the Company obiain customer approval through written, orul or
electronic methods in complinnce with Rule 64.2007. 4 custormer's approval or disapproval remains in
effect until the customer revokes or limits the approval or disapproval, The Company maintaing records
of customer approval (Whether written, oral or elecéronic} for @ minimum of one year.

by Use of Opt-Out and Opt-In Approved Processes. A telecomununications carrier may, subject
to opt-out approval or opt-in approval, use its customer’s individually identifiable CPNI for the puspose of
marketing communications-related services to that customer, A telecommunications carrler may, subject to
opt-out approval or opt-in approval, disclose its customer’s individually identifiable CPNI, for the purpose
of marketing communications-related services to that customer, to its agents and its afffliates that provide
communications-related services. A felecommunications carrier raay also permit such person or entities to
obtain access to such CPNI for such parposes. Bxcept for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Comraunications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer’s individuvally identifieble CPNI subject to opt-in
approval,

The Company does net use CPNI for any purpose (ineluding marketing communications-related
services} and does not disclose or grand access to CPNI to any puarly (including to agents or affiliates that
provide compmunications-related services), except as permitted nnder 47 US.C. § 222(d) and Rule
64.2005.



Section 64.2008 Notice required for use of cusiomer propristary nefwork information.

(8)  Notification, Gengrally. (1) Prior to amy solicitation for customer approval, a
telecommunications carrier must provide notification to the customer of the customer’s right to restrict use
of, disclose of, and access 1o that customer’s CPNIL

{2) A telecommunications carrier must maintain records of notification, whether oral, written or

electronic, for at least one vear,

{b) Individual notice to customers must be provided when saliciting approval 10 use, disclose, or
permit access to customers” CPNL

{¢) Content of Notfce. Customer notification must provide sufficient information to ensble the
customer fo make an informed decision as to whether o permit a carrier to use, disclose, or permit access
to, the customer’s CPNL

{1y The notification must state that the customer has a right, and the carrier has a duty, under
tederal law, to protect the confidentiality of CPNI,

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, snd inform the
customer of his or her right to disapprove thoss uses, and deny or withdraw access to CPNI at any time.

{3) The notification must advise the customer of the precise steps the customer must fake in order
to grant or deny access to CPNY, and must clearly siate that a denial of approval will not affect the
provision of any services to which the custorner subscribes, However, carriers may provide a brief
statement, in a clear and neutral lnguage, describing consequences directly resuliing from the lack of
aceess o CPNL

(4) The notification must be comprehensible and must not be misieading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an avea so as to be readily apparent to a customer.

(6) If any portion of a notification is trenslated into another langusage, then all portions of the
notification must be translated into that language.

(7 A carrier may state in the notification thet the cestomer’s approval to use CPNI may enhance
the carrier’s ability to offer products and services tailored to the customer’s needs. A carrler aiso may state
in the notification that it may be compelied to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempiing to encowrage a custorer
to freeze third-party access to CPNIL

(9 The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10} A telecommunications carrier’s solicifation for approval must be proximate to the
netification of 2 customer’s CPNI rights,

The Company's CPNI policies reqwire thei customers be notified of their rights, and the Company's
obligatipns, with respect to CPNI prior to any solicitation for customer approval. Al required customer
noflces (whether writters, oral or electronic) comply with the requirements of Rule 64.2008. The



Company maintains records of all required customer notices (whether written, oral or electronic) for a
mintlmam of one year.

{(dy Notice Reguirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
commmynication (except as provided in paragraph (f) of this section). The contents of any such notification
maast comply with the requirements of paragraph (¢) of this section.

(1} Carriers must wait a 30-day minimum period of time after giving customers notice and an
opporiunity to opt-gut before assuming customer approval to use, disclose, or permit access to CPNL A
carrier may, in is discretion, provide for 2 longer period. Camlers must notify customsers as to the
applicable waiting period for a response before approval is assumed.

i) In the case of an electronic form of notification, the waiting peried shail begin o run from the
date on which the notification was sent; and

(i) In the case of notification by meil, the waiting period shall begin to run on the third day
following the date that the notification was mailed.

(2) Carriers using the opt-out mechanism must provide notices to their customers every two
years, ‘

(3) Telecommunications carriers that use ¢-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

() Carriers must obtain express, verifiable, prior approval from consumers to send notices via e-
mai} regarding their service In general, or CPNI in particular,

(i1} Carviers must ailow custorers to reply directly to e-mails containing CPNI notices in order to
opl-out;

(iif) Opt-out e-mail notices that are returned to the carrier as undetiverable must be sent to the
-customer in another form befure carriers may consider the customer to have received notice;

{iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message
olearly and accurately identifies the subject matter of the e-mail; and

(v} Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost fo the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination of methods, 50 long as all customers have the ability to
opf-out at no cost and are able to effectuate that choice whenever they chicose.

The Company does not currently sollcit "opt out” customer qpproval for the use or disclosure of CPNL
The Company does not use CPNI for any purpose (inciuding marketing commmunicarions-related
services) and does not disclose or grawt aceess to CPNI to any party (ncluding to agents or afftiates thot

provide commupications-related services), except as permitted under 47 US.C. § 222(d) and Rule
64.2005.

{e) Notice Regquirements Specific to Opi-In. A telecormmunications carrier may provide
notification to obtain opt-in approval through oral, written, or elecivonic methods, The contents of any such
netification must comply with the requirements of paragraph (¢) of this section.

The Company does net currently soBicit "opt in'' customer approval for the use or disclosure of CPNL
The Company does not nse, disclose or grant recess to CENI for any purpose, to any party or in any
manner that world require a customer’s "opt in' approval under the Cormmission's CPNI Rules.



(f) Nolice Requirements Specific to One-Time Use of CPNI. (1) Carriers may wse oral notice to
obtaln limited, one-time use of CPNI for inbound and outbound customer telephone contacts for the

duration-of the call, regardless of whether carriers use opt-out or optin approval based on the nature of the
COLACt,

(2) The comtents of any such notification must comply with the requirements of paragraph () of
this section, except that telecormmunications carriers may omit any of the following notice provisions if not

relevant 1o the limited use Tor which the cartier seeks CFNI

(I} Carriers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(i} Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need pot name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiliate or thivd party,

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNI, sc long as carriers explain to customers that the scope of the approval the carrier seeks is lmited
to one-time use; and

{(iv) Casriers may omit discloswe of the precise steps a customer must fake In ovder to grant or

deny access to CPNI, as long as the carrier clemly comnunicates that the customer can deny aceess to his
CPNI for the call,

Fue instances where the Company seeks one-fime customer approval for the use or disclosure of CPNI,

the Company obtains such appreval In accordance with the disclosures, methods and requirements
contgined in Rule 2008(f).

Section 64,2009 Safeguards required for use of customer proprietary network information.

(a) Telecorrununications carriers must implement a system by which the status of a customer's
CPNI approval can be clearly established prior to the use of CFNIL

The Company's billing systew: allows authorized company personnel to easily determine the sigtus of a
customer’s CPNI qpproval on the customer account sereen prior 10 the use or disclosure of CPNL

(b) Telecormpunications carriers must frain their personnel as to when they are and are not
authorized to use CPNI, and carriers must kave an express disciplinary proscess in place,

The Company has established CPNI compliance policies that include employee tralning own restrictions
on the use and discloswre of CPNI and required safeguards to proiect against unanthorized use or

disclosure of CPNE Employees have signed that they understand the CPNI policies and a vielution of
those policies will result in disciplinary action,

{c) All carriers shall maintain a record, electronically or In some other manner, of their own and
their affiliates’ sales and marketing campaigns thas use their customers® CPNI. All carriers shall miafatain 3
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
atlowed access to CPNL The record must include a description of each campalgn, the specific CPNI that
was used in the campaign, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum of one year.

The Company’s CPNI policies requive that all seles and marketing campaigns fnclading those utilizing
CPNI be recorded and Rept on file for at least one year. Records are also maintained for disclosure or
access to CPNI by third parties. The records inclide the required Information Hsted in Rule 64.2009(c).



(&) Telecommunications cawiers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain records of carrier
complignoe for a minimum period of one year. Specifically, sales personnel must obfain supervisory
approval of any proposed cut-bound marketing request for engtomer approval,

The Company’s CPNI policies require employees tp obtain approval from ihe Companp’'s CPNI
Compliance Officer for all marketing campaigns, including those niflizing CPNIL prior to inigiating that

campalgn.  Record of the marketing campalgns, along with the appropriate supervisory approval is
maintained for at lzast one yeur.

(e} A telecommunications cairier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annyal basis. The officer must state in the certification
that he or she has persenal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the mles in this subpart. The carrier mmst provide a statement
accompanyiog the certificate explaining how its operating procedures ensure that i is or is not In
compliance with the rules in this subpart. In addition, the carrier must welude an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the upauthorized refease of CPNL  This filing roust be made annually with the Brforcement
Buresn on or before March 1 in BB Docket No. (06-36, for data pertaining 1o the previous calendar vear,

The required officer certification, wcilons taken against data brokers and supunary of customer
complaint documents are included with this accompanying statement. The Company will file these
documents on an annnal basis on or before Marchk 1 for data perigining o the previous celendar year.

(fy Carriers must provide written notice within five business days fo the Commission of any
ingtance where the opt~out mechanisms o not work properly, to such a degree that consumers” inability to
opt-out is more than an anomaly, .

(1) The notice shall be in the form of a letter, and shall include the carrier’s name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it wifl be/was
implemnented, whether the relevant staie commission(s) has been notified and whether it has taken any
action, a copy of the notice provided to customers, and contact information.

{2} Such notice must be submnitied even if the carrier offers other methods by which consumers
may opt-out,

The Company does not currently solict “opt owt” custoiner approval for the use or disclosure of CPNL
Section 64.20%0 Safeguards on the diselosure of customer proprietary network information.

(a) Safeguarding CPNI, Telecommunications carriers must take reasonable measures to discover
and profect apainst attempis to gain unauthorized access to CPNI Telecommumnications carriers must
properly authenticate a customer prior o disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in-store visit,

The Company’s CPNI policies and employee training include reasonable measures to discover and
protect against getivity that is indicatlve of prefexting and employees are Instrucied to notify the CPNI
Compliance Officer if any such activity Is suspecied.

(b) Telephone access to CPNL  Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone congact, if the custorner first
provides the cartiet with a password, as described in paragraph (¢) of this section, that is not prompted by
the catrier asking for readily avatlable blographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer’s address of record, or, by calling the customer at the telephone number of
record, Ifthe customer is able to provide call detail information to the telecommunications catrier during a



customer-igitiated. call without the telecommunications cartler’s assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the customer,

The Company’s CPNI policles ensure that a customer is only able to access call detall Information over
the telephone in one of the ways listed in Rule 64.2010(h). If the cusiomer cannot remember their
password, they are prompted fo answer a Security guestion. Nelther the password nor the security
question are based on readily available blographical information or account information. Customer

service representatives are instracted to authenticate customers over the telephone in ol instances except

in the case where the customer provides the cqll detail informution withowt the assistence of the
Company. )

{c) Online access to CPNI, A telocomumunications carrier must anthenticate 4 customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph €e) of this section, that is not prompted by the carrier asking for readity
available hiosravhical information..craceountinformation '
The company authenticates customers without the use of readily available biographical or account information prior to
alfowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI
through a password, that is not prompted by readily available bfographical or account information.
() In-Store access o CPRYT K telecommunications carmier may disclose CPNE 1o 8 custonier
who, at 2 carrier’s retail location, first presents (o the telecommunications carrier or ifs agent a valid photo
1D matching the customer’s avcount information.

The Company does not have retail locations.

(e) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotien
Passwords. To establish a password, a telecommunications carrier must anthenticate the customer without
the use of readily available blographica] information, or account information. Telecoromunications carriers
may create a back-up customer authentication method in the event of a lost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
‘information, or account information. If a customer carmot provide the comect password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
deseribed in this paragraph.

The Company’s CPNI policies aliow for a few ways to estublish a password, all of which ensure
compliance with the above paragraph. Each method aiso allows the cusiomer lo establish « buck-up or
security question in the event thet they forget their password, In #io event does the Company use readily
availeble biographical information or account information as a back-up question or gs a means {0
establish a password or authenticaie the customer,

() Netification of accoumt changes. Telecommunications carrfers rust notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online acoount, or address of vecord is created or changed. This notification is not
required when the customer initiates service, inchiding the selection of a password at service Initfation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, ot by mail o the address of record, and must not reveal the changed information or be seat to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response to a
back-up means of authentication, or address of record.  The notification will be through a carrier-originated voicemail or
text message to the tefephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent fo the new account information.




(g)  Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that bave both a dedicated account representative and a coniract that specifically
addresses the catriers’ protection of CPNIL

The Company does not utilive the business customer exception af this fime.

Section 642011 Notification of eustomer proprietary neiwork informmtion security
breaches.

{a} A telecommunications carrier shall notify law enforcement of a breach of its customers’ CPNI
as provided in this section. The carrier shall not notify its custorners or disclose the breach publicly,
whether voluntariiy or under state or local Jaw or these rules, until it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(b} As soon as practicable, and in no event later than seven (7) business days, afier reasonable
defermination of the breach, the telscommunications cartier shall elecironically notify the United States
Sccret Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facHity.
The Commission will maintain 2 link fo the reporting facility at hitp:/fwww .foo govieb/opnd,

{1) Notwithstanding any state law fo the contrary, the carrier shall not notify customers or
disclose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs {(2) and (3).

(2) Ifthe carrier believes that there is an extraordinarily urgent need to notify any class of affected
custorers soonet than otherwise allowed under paragraph (1), in order o avold immediate and irreparable
harm, it shall so indicate in its notification and my proceed fo Irmnediately notify its affected custowners
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigaling agency’s reguest to minimize any adverse effects of such customer notification.

(3) K the relevant investigating sgency determines that the public disclosure or notice to
ieustomers would impede or compromise an ongoing or potential criminal Investigation or national security,
such agency may direct the carrier not to so disclose or nofify for an initial period of up fo 30 days. Such
period may be extended by the agency as reasonable pecessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when ¥ appears that public disclosure or notice to
affected customers will ao longer impede or compromise a criminal investigation or natipnel security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criiminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(¢} Recordkeeping. All carriers shall maintain e record, electronically or in some ofher manner, of
any breaches discovered, notification made to the USSS and the FBI puwrswant to paragraph (b), and
notification made to customers. The record must include, if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstanoces of the breach.
Carriers shall retain the record for & minivaum of'2 years.

The Company has policies and procedures in place (o ensure compliance with Rule 64,2011, When i is
reasonably determined that w breach hos occurred, the CPNI Complisnce Gfficer will notlfy law
enforcement and is custormer i the required Hmeframes. A record of the breach will be maintained for
a milmum  of two years and will include all Information required by Rule 642011



